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Overview

Introduction

T100-17, Revision E

SSH Server

ENote
This feature is supported by Release 6.5.R000 and later releases. Releases prior
to Point Release 6.5.P04A support hardware encryption only and 6.5.P04A and
later releases support both hardware encryption (SSH) and software encryption
(SoftSSH). Each release requires different Software License for Vanguard
Software Builder. For further details, refer to Supported Platforms on page 3.

Vanguard’s Secure Shell (SSH) protocol secures connections between systems. It can
be used to secure remote logins and other network services over an insecure network.
SSH provides strong authentication and secure communication over unsecured
channels. It is intended as a replacement for rlogin, vsh, and rsh. SSH can also be
used to secure forwarding of arbitrary TCP connections.

Vanguard’s SSH supports SSH2 protocol only. The SSH2 protocol contains
improvements to security, performance, functionality, and portability over the
previous SSH1 protocol.

SSH protects against the network attacks listed below.
 |P spoofing, where a remote host sends packets that seem to come from a
trusted host. SSH can also protect a local network from spoofers.

* IP source routing, where a remote host sends packets that seem to come from
a trusted host.

» DNS spoofing, where an attacker forges server name records.
* Interception of clear text passwords and other data by intermediate hosts.
» Manipulation of data by personnel at intermediate hosts.

* Attacks based on monitoring X authenticating data and spoofing connection
to the X11 server.

The SSH protocol consists of three major components:

» Transport Layer Protocol provides server authentication, confidentiality, and
integrity with errorlesss forward secrecy.

« User Authentication Protocol authenticates the client to the server.

» Connection Protocol multiplexes the encrypted tunnel into several logical
channels.

Secure Insecure Network Secure
Connection Connection
- 4‘ Encrypted SSH Tunnel()—| —

Z \W/ SSH Server

SSH Client

Figure 1. Typical SSH Application
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SSH is currently used for CTP access only. The SSH server acts as a remote access
server.

In SSH communication, a secure transport layer is created so the client knows it is
communicating securely with the correct server. The communication is encrypted
using a symmetric cipher.

The SSH TCP/IP transport layer is security-enhanced by encrypting and decrypting
data and data packets as they are sent and received. In addition, the transport layer
provides server authentication. The layer permits:
» Key exchange
Choice of the public key algorithm for use
Choice of the symmetric encryption algorithm for use
Choice of the message authentication algorithm for use
Choice of the hash algorithm for use

ENote
The Vanguard SSH Server does not support compression.

ENote
The TCP port defined for SSH is port 22. This port cannot be changed.

SSH authentication layer authenticates the client-side user to the server. It runs over
the SSH transport layer protocol.

Client-side authentication methods supported:

» Password authentication method
 Public key authentication method

SSH connection layer multiplexes the encrypted tunnel into several logical channels.
It also manages the SSH sessions. It runs over the SSH user authentication protocol
and transport layer protocol.

SSH manages Public Keys by allowing the user to:

» Generate key pair for the RSA server
* Import client public keys
» View/List/Delete client public keys and server key pairs, etc.

Release 7.0R000 and beyond supports SSH and Radius Client inter-working for
password authentication only. There are no configuration changes in SSH required to
support this functionality. To affect this inter-working, SSH has been added to the list
of supported applications in the Radius Client configurable parameters, along with
the existing access points, CTP, Telnet and HTTP. Refer to the RADIUS user
documentation for more information on how to configure ONS users for Radius
authentication.

SSH Server
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T100-17, Revision E

This section describes algorithms and authentication methods supported by the
Vanguard SSH Server.

« 3DES-CBC
e AES-CBC
HENote

AES-CBS is supported by Release 7.1.R00A and later. It requires a hardware
encryption card, ECC SIMM or AEC PMC.

« HMAC-SHA1
* HMAC-MD5

+ Diffie-Hellman-Groupl-SHA1
 Diffie-Hellman Group Exchange-SHA1

* SSH-RSA

ENote
Data compression is not supported by the Vanguard SSH.

* Releases prior to 6.5.P04A support SSH with hardware encryption ONLY
and require Security License for Vanguide, selecting both SSH and IPSec
to create an image:

Table 1: Supported Platforms Prior to Release 6.5P04A

Product No SIMM DCC ECC AEC
V340 N/A N/A N/A N/A
V342 N/A N/A Supported N/A
V340 E N/A N/A Supported N/A
6435/55 N/A N/A N/A N/A
7310/7330 | N/A N/A N/A Supported
NOTE: ECC SIMM for v342 and v340 E and AEC PMC Card for 7300 are

required to use this feature with releases prior to 6.5P04A

» Release 6.5P04A and later supports both hardware encryption (SSH) and
software encryption (SoftSSH).
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Supported Features

Table 2: Supported Platforms After Release 6.5P04A and
Prior to 7.0.R000

Product No SIMM DCC ECC AEC
V340 SoftSSH SoftSSH N/A N/A
V342 SoftSSH SoftSSH SSH N/A
V340 E SoftSSH N/A SSH N/A
6435/55 SoftSSH SoftSSH N/A N/A
7310/7330 | N/A N/A N/A SSH
6840 N/A N/A N/A N/A
6841 N/A N/A N/A *SSH
NOTE: *6840/6841 was supported by 6.5.P30A

Table 3: Supported Platforms After Release 7.0.R000 and
Prior to 7.1.R00A

Product No SIMM DCC ECC AEC
242D SoftSSH N/A HardSSH N/A
V340 SoftSSH SoftSSH N/A N/A
V340 E SoftSSH N/A HardSSH N/A
V342 SoftSSH SoftSSH HardSSH N/A
6435/55 SoftSSH SoftSSH N/A N/A
7310/7330 | N/A N/A N/A HardSSH
6840 N/A N/A N/A N/A
6841 N/A N/A N/A HardSSH
3400 N/A N/A N/A *HardSSH
NOTES: » From 7.0.R000, no need to include IPSec in an image to use the

SSH feature.

e 7.0.R000 and 7.0.RO0A require either IP+ or Security License
to build an image with Vanguide Software Builder.

» *Point Release 7.0.P12A for 3400 only requires IP+, SNA+,
Multiservice, or Security to create an image with Vanguide
Software Builder.

» Difference between Soft and Hard SSH is use of accelerator

SIMM card.

SSH Server




Supported Features

Table 4: Supported Platforms after release 7.1.R00A

Product No SIMM DCC ECC AEC
242D SoftSSH N/A HardSSH N/A
V340 SoftSSH SoftSSH N/A N/A
V340 E SoftSSH N/A HardSSH N/A
V342 SoftSSH SoftSSH HardSSH N/A
6435/55 SoftSSH SoftSSH N/A N/A
7310/7330 | N/A N/A N/A HardSSH
6840 Basic SSH (SoftSSH) | N/A N/A N/A
6841 N/A N/A N/A HardSSH
3400 Basic SSH (SoftSSH) | N/A N/A HardSSH
NOTES: » 7.1.RO0A and later require a license, IP+, SNA+, Multiservice or

Security License, to build an image for 242D, V340 Series, and
7300 with Vanguide Software Builder.

» 7.1.R00A and later provide two SSH Security features, BASIC
SSH (Software SSH) and ACCELERATED SSH (Hardware SSH)
for 3400 and 6840/41 to create a SSH image with Vanguide. IP+/
IPSafe, SNA+, and Multiservice Licenses support BASIC SSH.
Security License supports ACCELERATED SSH, which both
3DES-CBC and AES-CBC are available.

» No need to include IPSec in an image to use the SSH feature.

« Difference between Soft and Hard SSH is use of accelerator
SIMM card.
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Configuring ONS User Configuration: Local User Configuration Record

Configuring ONS User Configuration: Local User Configuration

Record

Introduction

Follow these
steps...

Online Help

The Local User Configuration record is used as a profile for a SSH Client access to
Vanguard SSH Server. It defines User Name, Password, and Public Key.

To configure a user name, password, and a client public key if necessary, follow
these steps to access the Local User Configuration Menu:

Step Process

1 Update System Parameters from the CTP Main menu. The Update
System Parameters menu, similar to that shown in Figure 2 is dis-
played.

2 Select ONS User Configuration. The Local User Configuration param-
eters appear in sequence.

* Procomm Plus Terminal

Ble Edit “ew Options Data Tools Window Help
Bapid Connect-Data: Script File: =) Kl
(@ Dets = |[sTARTUP - £ @‘ @%%ﬂ
Node: Node385 Rddress: 985 Date: c4-MAR-cAAS Time: 15:58:47
Menu: Update System Parameters Path: (Hain.8)
1. Managers Password
2. User Password
3. Date/Time
4. Ualid CTP Calling Addresses
5. Diagnostic Password
6. ONS User Configuration
7. Enable CTP User Prompt
8. Metwork Time Synchronization
BEnter Selection:
Al Host Chat Logoniiz WinLink Crd Mode | Send Fax Explorer DOS Prmpt
ANSIBBS RAWASCI  [direct connect-Cam1 115200 | NB1 [rd @ sd@ cd cts @ 403PM
Connected 48:45:60

Figure 2. Update System Parameters Menu

Entering a ? displays online Help for the current parameter option on the screen.

HENote

Blank name users such as Managers cannot configure a public key. Therefore, it
cannot be used for a SSH connection.

SSH Server



Parameters

T100-17, Revision E

Configuring ONS User Configuration: Local User Configuration Record

Configuring SSH Client Configuration Parameters

The Local User Configuration can have 64 entries and each entry contains these

parameters.
ENote
No boot is required to take effect configuration changes.
User Name:
Range: 0-64 alphanumeric characters, use the space character to blank field
Default (blank)
Description | ONS User Name
Password:
Range: 0-32 alphanumeric characters, use the space character to blank field
Default (blank)
Description | ONS User Password
Verify Password:
Range: 0-32 alphanumeric characters, use the space character to blank field
Default (blank)
Description | ONS User Password

User Privilege:

Range: Read-Only,Diagnostic,Basic-Plus,Medium-Level,High-Level,Ser-
vice,Engineering

Default Read-Only

Description | ONS User Password

Read-Only: Privileges to Examine, List, Monitor and Status
Menus

Diagnostic: Privileges to “Read-Only” + Diagnostic Menu
Basic-Plus: Privileges to “Diagnostic” + Booting and Lan Control
Medium-Level: Privileges to “Basic-Plus” + Basic Configuration

High-Level: Privileges to “Medium-Level” + Port configuration
and Others

Service: Privileges to “High-Level” + User Management Configu-
ration.

Engineering: Privileges to All Configurations

7
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Configuring ONS User Configuration: Local User Configuration Record

User Public Key:

Range: 0-300 alphanumeric characters, use the space character to blank
field

Default (blank)

Description | User Public Key, used for client authentication with public key

8 SSH Server



Configuring ONS User Configuration: Local User Configuration Record

Configuring SSH Server Configuration Record

The SSH Server Configuration Record defines what public key algorithm and
authentication method Vanguard SSH uses.

Introduction

Follow these To configure a user name, password, and a client public key if necessary, follow

steps... these steps to access the Configure SSH Menu:
Step Process
1 Select Configure -> Configure Network Security -> Configure SSH
from the CTP Main menu. The Configure SSH menu appears, similar
to that shown in Figure 3 is displayed.
2 Select Configure SSH. The SSH Record configuration parameters
appear in sequence.
* Procomm Plus Terminal
File Edit “ew Options Data Tools Window Help
Bapid Connect-Data: Script File: | ]
|& Data ~ || sTARTUP §|'@|%|@=|%|J
Node985 Address: 985 Date: 24-HAR-28B5 Time: 16:57:17
Configure SSH Path: (Main.6.18.1)
Configure 55H Record
Generate RSA Key Pair
55H Test
#Enter Selection:
Alt- Host Chat LogonWiz YWinLink Crmd Mode Send Fax Explorer DOS Prmpt
ANSIBBS RAW ASCI direct connect-Com1 115200 IN-8-1 rd @ sd@® cd@ cts @ 5:04Ph
Connected 49:47:28
Figure 3. Configure SSH Menu
Online Help Entering a ? displays online Help for the current parameter option on the screen.

9
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Configuring ONS User Configuration: Local User Configuration Record

Configuring SSH Server Configuration Record Parameters

Parameters The SSH Server Configuration Record contains these parameters.

ENote
No boot is required to take effect configuration changes.

SSH Server Enable/Disable:

Range: Disabled,RSA Enabled,DSS Enabled
Default Disabled
Description | Enable/Disable SSH Server.

SSH Authentication Method:

Range: Password,Public Key
Default Password

Description | SSH Authentication Methods. Multiple choices can be done like:
Password+Public Key

10 SSH Server



Configuring ONS User Configuration: Local User Configuration Record

Generating Server Key Pair

Introduction The Generate RSA Key generates a key pair for the server. You must generate a key
pair at least once. Once the key pair is generated, you do not have to regenerate it
unless it is required. The key size is by default 1,024 bits and is not configurable.

HENote

Vanguard SSH supports RSA only.

Follow these To generate a key pair, follow these steps to access Generate RSA Key Pair Menu:
steps...
Step Process
1 Select Configure -> Configure Network Security -> Configure SSH fro

the CTP Main menu. The Configure SSH menu appears, similar to that
shown in Figure 4 is displayed.

Select Generate RSA Key Pair. The RSA Key Pair is generated.

* Procomm Plus Terminal

Ele Edit View Options Data Tools Window Help
Bapid Connect-Data: Script File:

|2 Data v |[sTaRTUP ﬂ MDDE ﬁ| E &"@|§|@=|%H
Node: Node985 Address: 985 Date: 24-MAR-2B@S Time: 16:57:17
Menu: Configure SSH Path: (Main.6.18.1)

1. Configure 55H Record
2. Generate RSA Key Pair
3. 55H Test

#Enter Selection:

L d

Al Host Chat Logon'iz WinLink Cmd Mode | Send Fax Explorer DOS Prmpt
ANSIBBS RAW ASCII direct connect-Com1 115200 N81 (1d @ sd@® cd@ cts @ 5:04FPM
Connected 49:47:28

Figure 4. Configure SSH Menu

T100-17, Revision E
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Configuring ONS User Configuration: Local User Configuration Record

Node: Node985 Address: 985 Date: 24-MAR-2005
Time: 18:05:39
Menu: Configure SSH Path: (Main.6.18.1)

1. Configure SSH Record
2. Generate RSA Key Pair
3. SSH Test

#Enter Selection: 2
Generate SSH Server RSA Key Pair
WARNING: 1T you proceed this could take several minutes to finish.

No further notices will be made.._Do you want to proceed? (y/n): y
RSA key pair generation done.

The RSA Public Key:

AAAAB3NzaClyc2EAAAADAQABAAAAQQCLCCE7QKGPBXKKBOLD lu+ITRi1Y8k8cTgAC
LEb02bQnmZ05FNR4gDgkW+gES1xr 16 TtJyX3nu28LwP507VcrgWS5hDtad8nhMBuz
TTeizSjXbzhivPFckYyKVrdX1E4vQGOH+JWI1pEbTYhYtHS+dT1c+8Z1Rx8muzQrq
6Frez7Q==

Press any key to continue ( ESC to exit ) ...

ENote
If the Soft Encryption module is installed, the following copyright message will
be displayed as well as the information above:

Eric Young is a contributor to the soft encryption module.

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ~~AS 1S*" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,

OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROF-
ITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

12 SSH Server



Configuring ONS User Configuration: Local User Configuration Record

Vanguard SSH Server Configuration Samples

Introduction This section shows two examples of how to configure VVanguard SSH Server.

HENote

Type “atds” or “ATDS” to login. Do not use “atds0” or “ATDS0”.

Example 1: Figure 5 shows the SSH configuration for using the Password authentication method

Password ONLY only.

PC

£

SSH Client
SSH Client

User Name: vanguard

Password: 123

Node 100

Q‘Mq"m E

Vanguard SSH Server

P SSH Server

Local User Configuration
User Name: vanguard
Password: 123

Verify Passord: 123

User Privilege: Service
User Group: All

User Public Key: (blank)

SSH Record Configuration
SSH Sever Enable/Disable: RSA Enabled
SSH Authentication Method: Password

Figure 5. Password Authentication Method Only

T100-17, Revision E
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Configuring ONS User Configuration: Local User Configuration Record

Example 2:

Password + Public authentication methods.

Key

14

PC

LN

SSH Client

SSH

SSH Client <
User Name: vanguard
Passphrase: SSH123
Password: 123

Public Key Generated SSH Client Key Generator
ssh-rsa
AAAAB3NzaClyc2EAAAABIQA
AAIBzcR5KLASGVwWpATzAG6e24
CkEaaa5+zycGD2vY81P91C/
XBgsAqmbzNIlyZkmrMxZy6Ryt7
Oeeow/a53BskzfNyG4GM4hy9of
BmWeyRT6zGWKuZclUZ/WK3
CCLY9hv+fpthzZ8ewOGFuhTFtaE
XVMvXN1gs+O0S8Y5K9tk234iq
aDe+xw== rsa-key-20050217

Figure 6 shows the SSH configuration for using both the Password and Public Key

Node 100

3 =]

Vanguard SSH Server

SSH Server

Local User Configuration

User Name: vanguard
Password: 123

Verify Passord: 123

User Privilege: Service

User Group: All

User Public Key:
AAAAB3NzaClyc2EAAAABJIQA
AAIBzCR5KLASGVWpATzAGe24
CkEaaa5+zycGD2vY81P91C/
XBgsAgmbzNlyZkmrMxZy6Ryt7
Oeeow/a53BskzfNyG4GM4hyof
BmWeyRT6zGWKuZclUZ/WKS3
CCL9hv+fpthZ8ewOGFuhTFtakE
xVMvXN1gs+0O0S8Y5K9tk234iq
aDe+xw==

SSH Record Configuration

SSH Sever Enable/Disable: RSA Enabled
SSH Authentication Method:
Password+Public Key

Figure 6. Password and Public Key Authentication Methods

HENote

Make sure to copy the public key to User Public Key precisely. You MUST copy
the public key LINE-BY-LINE, not including any spaces and new lines.

ENote

When copying the public key generated by SSH Client’s Key Generator Wizard,
you must copy the part of key in GREEN. No space or new line is included in

the copied key.

SSH Server



Configuring ONS User Configuration: Local User Configuration Record

SSH Server Statistics

Introduction

Follow these
steps...

T100-17, Revision E

This section describes how to view SSH Server statistics.

Type of Statistics

Step Process

1 Select Status/statistics -> Network Security Stats from the CTP Main
menu. The Network Security Stats menu appears, similar to that shown
in Figure 7 is displayed.

Select the SSH Statistics menu. The Show RSA Key Pair appear.

Select the Show RSA Key Pair. The SSH Server RSA Public Key is
displayed if it was already generated

You can generate the following statistics:
» SSH Server RSA Public Key Statistics

Node: Address: Date: Time:
Menu: SSH StatisticsPath: (Main.6)

1. Show RSA Key Pair

#Enter Selection:

Figure 7. SSH Statistics

15
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Configuring ONS User Configuration: Local User Configuration Record

What You See In
This Screen

#Enter Selection: 1 <ENTER>

Display SSH Server RSA Public Key

The RSA Public Key:
AAAAB3NzaClyc2EAAAADAQABAAAAGQCtCCE7QKGPBXKKBOLDIu+ITRil
Y8k8cTgACLEb02bQnmZ0O5FNR4gDgkW+gES1xr 16 TtJyX3nu28wP507Vc
rgWS5hDtad8nhMBuZTTeizSjXbzhivPFckYyKVrdX1E4vQGOH+jWI91pE
bTYhYtHS+dT1c+8Z1Rx8muzQrg6Frez7Q==

Press any key to continue ( ESC to exit ) ...

Figure 8. Example of RSA Key Pair Status

16 SSH Server



Configuring ONS User Configuration: Local User Configuration Record

Managing SSH Server Configurations

Introduction This section describes routine configuration management tasks you can perform with
SSH Server.
Tasks You can perform these tasks:

» Examine configurations
* List configurations

» Delete Local User Configuration entries, SSH Server Record, and RSA Key
Pair.

See the following for details on these tasks.

17
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Configuring ONS User Configuration: Local User Configuration Record

Examining Configurations

How to... Follow these steps to examine SSH Record configurations:
Step Process
1 Select Examine Network Security from Examine menu. The Examine
Network Security menu appears.
2 Select Examine SSH Record. The Examine SSH Record screen
appears (see Figure 9).

Example

Node: Node 985 Address: 985 Date: 24-MAR-2005 Time:19:05:2
Menu: Record Examination Page: 1 of 1

SSH Server Enable/Disable: RSA Enabled
SSH Authentication Method: Password

Press any key to continue ( ESC to exit ) ...

Figure 9. Examine SSH Record Screen

18 SSH Server



Configuring ONS User Configuration: Local User Configuration Record

Listing Configurations

How to... Follow these steps to list SSH Record configuration:
Step Process
1 Select List Network Security from List menu. The List Network Secu-

rity menu appears.

2 Select List SSH Record. The List SSH Record screen appears (see
Figure 10).

Example

#Enter Selection: 1

SSH Record List

RSA Enabled, Password

SSH Authentication Method: Password

Press any key to continue ( ESC to exit ) ...

Figure 10. List SSH Record Screen

19
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Configuring ONS User Configuration: Local User Configuration Record

Deleting Local User Configurations

Follow these
steps...

Example

20

Follow these steps to delete the Local User Configuration entries:

Step Process

Record menu appears.

1 Select Delete ONS User from Delete menu. The Delete ONS User

selected entry is deleted (see Figure 11).

2 Enter the number of entry to delete and enter “y” to proceed. The

#Enter Selection: 6

Delete ONS User record

Entry Number: 1/1

Proceed (y/n): y

Record Deleted

Press any key to continue ( ESC to exit ) ...

Figure 11. Delete ONS User Menu

SSH Server




Configuring ONS User Configuration: Local User Configuration Record

Deleting SSH Record Configuration

How to... Follow these steps to delete SSH Record Configuration:
Step Process
1 Select Delete Network Security -> Delete SSH from Delete menu. The
Delete Network Security menu appears.
2 Select Delete SSH Record and enter “y” to proceed. The record is
deleted (see Figure 12).

Example

#Enter Selection: 1

Delete SSH record

Proceed (y/n): y

Record Deleted

Press any key to continue ( ESC to exit ) ...

Figure 12. Delete SSH Record Menu

21
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Deleting RSA Key Pair

How to... Follow these steps to delete the RSA Key Pair:
Step Process
1 Select Delete Network Security -> Delete SSH from Delete menu. The

Delete Network Security menu appears.

2 Select Delete RSA Key Pair and enter “y” to proceed. The record is
deleted (Figure 13)

Example

#Enter Selection: 2

Delete SSH Server RSA Public Key

Are you sure you want to delete the RSA key pair? (y/n): y

Record Deleted

Press any key to continue ( ESC to exit ) ...

Figure 13. Delete RSA Key Pair Screen



Overview

Introduction

Example 1:
Password ONLY

ONS User
Configration
[Main.8.6]

Configure SSH
Record
[Main.6.18.1]

Appendix A

SSH Server Configuration Samples

This appendix provides configuration samples for Vanguard SSH Server. For further
details on the configuration parameters, please refer to “Configuring SSH Server
Configuration Record.

Configuring SSH Server is very simple. And it is no need to boot configuration
changes to take effect. Once those changes are saved, they will be activated.

Below are the basic configuration samples for the Password only and Public Key
authentication methods.

ENote
The node needs an IP configuration for an SSH session. Make sure to configure
the IP related parameters and boot the node to activate those configuration
changes BEFORE you start configuring SSH related parameters.

The section below describes how to configure the SSH Server to use Password
authentication method.

Local User Configuration:

Entry Number: 1/1

[1] User Name: (blank)/ leahl

[1] Password: ********x[123

[1] Verify Password: ********/123
[1] User Privilege: Read-Only/Service
[1] User Group: All/

[1] User Public Key: (blank)/
ENote

Leave User Public Key blank if SSH Authentication Method in SSH Record is
set to Password ONLY.

Configure SSH Record:
SSH Server Enable/Disable: RSA Enabled
SSH Authentication Method: Password

SSH Server Configuration Samples A-1



Generate RSA Key
Pair
[Main.6.18.2]

Example 2:
Password +
Public Key

ONS User
Configuration
[Main.8.6]

Configure SSH
Record
[Main.6.18.1}

A-2

Generate SSH RSA Key Pair:

The RSA Public Key:
AAAAB3NzaC1lyc2EAAAADAQABAAAAGQDK5cDsTUCRIWSEQ
bdM1RuLdUHsAOt6b2dJV+DA3rcUiu1b8dQ0c8S/BDADCrI9X/

gSTxxdCyfti7jA1K+8n7jnJM3cY9dDB1ZfBcSe5siB5p7sdkjfuVv
hH7ZBebYO0Y/gInhLmIQfB1QLITXK84EqHdttF/C9Q/gcWjloClcgV/iw==

ENote
Make certain to generate RSA Key Pair. Without the RSA Public Key, the feature
is disabled.

This example shows how to configure SSH Server to use Password and Public Key at
the same time.

Local User Configuration:

Entry Number: 2/2

[2] User Name: (blank)/ leah2

[2] Password: ********x[123

[2] Verify Password: ********/123

[2] User Privilege: Read-Only / Service
[2] User Group: All/

[2] User Public Key: (blank)/

AAAAB3NzaClyc2EAAAABIQAAAIBzcR5KLASGVWpATzA6e24CkEaaa5+zycGD2vY81P91C/
XBgsAgmbzNIlyZkmrMxZy6Ryt70eeow/a53BskzfNyG4GM4hy9dfBmWeyRT6zGWKuZclUZ/
WK3CCL9hv+fpthZ8ewOGFuhTFtaEXVMvXN1gs+O0S8Y5K9tk234igaDe+xw==

ENote
The copied alphanumeric characters in User Public Key must match to the key
generated by SSH Client’s Key Generation Wizard EXACTLY. Make certain to
copy the key LINE-BY-LINE to User Public Key parameter because the copied
key must not include any space or new line.

Configure SSH Record:

SSH Server Enable/Disable: RSA Enabled

SSH Authentication Method: Password+Public Key

ENote
The copied alphanumeric characters in User Public Key must match to the key
generated by SSH Client’s Key Generation Wizard EXACTLY. Make certain to

copy the key LINE-BY-LINE to User Public Key parameter because the copied
key must not include any space or new line.
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Generate RSA Generate SSH Server RSA Key Pair:

Key_ Pair The RSA Public Key:

[Main.6.18.1]
AAAAB3NzaClyc2EAAAADAQABAAAAGQDKS5cDsTucR1W8QbdM
1RULdUHsAOt6b2dJV+DA3rcUiulb8dQ0c8S/BDADCr{I9X/

gSTxxdCyfti7jA1K+8n7jnIM3cY9dDB1ZfBcSe5siB5p7sd
kjfUVvhH7ZBebYO0Y/gInhLmIQfB1QLITXK84EqHdttF/C9Q/gcWjloClcgV/iw==

ENote
Make certain to generate RSA Key Pair. Without the RSA Public Key, the
feature is disabled. However, it is not necessary to generate an RSA key every
time when making configuration changes. The node uses the same generated
key unless it is deleted from Delete Menu.
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Appendix B

SSH Configuration Samples

Overview

Introduction This appendix provides configuration samples for SSH client applications such as
PuTTY version 0.58 and SecureCRT version 5.0.4, showing the corresponding
configuration parameters of Vanguard SSH Server.

As PUTTY and SecureCRT update their applications to fix their own known bugs on
a regular basis, please make sure to read Vanguard Release Notice and their updates
before using this feature. For further details on the SSH client applications, please
refer to their user manuals.

SSH Configuration Samples B-1



PUuTTY Configuration and Connection Examples

PuTTY Configuration and Connection Examples

Introduction This section introduces two connection examples, using PUTTY version 0.58.

Example 1: Figure 1 shows how to configure PUTTY to connect to Vanguard SSH Server with
Password ONLY Password authentication method. For further details on PUTTY configurations,
please refer to PUTTY’s user manual.

2% PUTTY Configuration X @
Categary: |_—Enter IP addressed
= Sessian Basic optians foryour PUTTY sessian assigned to Vanguard
Logging —_— ol = SSH Server.
= Terminal pecify your connection by host nam address
Keyhoard HostName (or IF ad Port
Biell 150.30.1 203 |22 | @
Features Protocol
= Window i : @SSH’/IseleCt SSH.
Appearance OBaW OIeInet O Rilagin 5
_?_eha\rio.ur Load, save or delete a stored sessian
ranslation
Selection Saved Sessions
Colours 150.30.1.203 |
= Connection Detault Settings
Prosy i ]
Telnet 150.30.1.203_PublicPrivate
Plogin
=-55H
Tunnels
Bugs
Cloge window on exit;
OAIways O MNewer @ Only on clean exit @
|Select “Open.”
I

Figure B-1. PuTTY Configuration with Password Authentication Method

At prompt, enter User Name and Password configured in Local User Configuration.
Example:

Login as: leahl <ENTER>

Leah2@150.30.1.203’s password: 123 <ENTER>

OK
Type “atds” or “ATDS” <ENTER> to login.

ENote
Do not type “atds0” or “ATDS0”.
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PuTTY Configuration and Connection Examples

 150.30.1.222 - PulTY

105 Time:

nd Line Interface

HENote

"OK" prompts might appear a couple of times. Please keep typing "atds" or “ATDS” until
Main Menu appears.

Figure B-2. Vanguard Main Menu Screen

Example 2: Example 2 describes how to configure PUTTY to connect to Vanguard SSH Server
Password + with both Password and Public Key authentication methods at the same time. For
Public Key further details on PUTTY configurations, please refer to PUTTY’s user manual.
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PUuTTY Configuration and Connection Examples

puttygen.exe:
Generate Public

To generate public and private keys with PUTTY Key Generator, run puttygen.exe
and refer to the steps in Figure 3 and the procedures that follow.

Key
&5 PuTTY Key Generator [z‘
File K=y Conwersions  Help
[ey
Mo key
Select Generate.
Actions
Generale o public/private key pair
Load an existing private key fila
Sawe the generated key
Parameters
Type of kewto genarate:
() 58H1 RSA) (@) 55H2 RSA (O ssHzOsA
MNumber of bits in agenerated key:
Z PulTY Key Generator &
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
sshrsa
AfsAB3NzaClyc2E AAAAR) DAAAIEAWL QrvoldWwhéS D 48KniNSt3p<EHISwO O 1M4
CTEMolZE'WE1 cByZ T IPEkB oR»2CAK T Ut/Fw/d7/00kXxB 4/84Y bk T Jgywg ISV IRE
TsPUY g1 wwi+b0460h7sGeHHIdF2nl0Z2 3rcel kESPE BB OsUniZPI20PK ox T vb+tkZZhC
Bxl=rsa-key-20051117
Key fingerprint: [sshrrsa 1024 bek Be:bd: 30: 46 2c:e4: 65: da: d5:b3: 5 fe:bd:46: 31
Key comment: .lsa-ke}l-EDUm 117
Key passphrase: |ssssope
Confirm passphrase: [aneyase
Actions
Generate a public/privatg key pair
Load an existing private key file
Save the generated/key [ Save public key l [ Saveprivatekey |
Parameters
Type of key to denerate:
() 55H1 (RS4) (&) 55H2 RSA () 5SH2 DSA
Number of bifs in a generated key: 1024
Enter an arbitrary Key Copy the key information in “Public key for pasting into Open SSH
passphrase. authorized_key file” to User Public Key in Local User Configuration,
Example: leah123 DELETING the text strings “ssh-rsa *“ and “rsa-key-xxxxxxxx™ from
the beginning and the end of the key generated. Save both public and
private keys on your PC.
B Note
Must copy the key LINE-BY-LINE, not including any new line or
space. Do not copy the whole key by selecting all of it at one time.
Figure B-3. PUTTY Key Generator Configuration
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SSH Server
Configuration:
ONS User
Configuration

SSH Server
Configuration:
SSH Record

SSH Server
Configuration:
Generate RSA Key
Pair

PuTTY Configuration and Connection Examples

Local User Configuration [Main.8.6]
Entry Number: 1/2

[2] User Name: (blank)/ leah2

[2] Password: ********[|ABC

[2] Verify Password; *******x*|ABC
[2] User Privilege: Read-Only / Service
[2] User Group: All/

[2] User Public Key: (blank)/

AAAAB3NzaClyc2EAAAABIQAAAIEAWLQrvofAJWbASQ48KnjiN5t3pX6H
13WwQQ1M4CTEMofZEW81c6yZ TIfP5kBgRXx2CAK1Ut/FWd7/0O0KXxB4/
8AYbkTJIqywgY I5YIrRETsPUY glwwf+A0A60h7sGecHHi4FznlQZ3rcsJk
69PEBBOsUNrZPI2QPKoxTvb+fkZZhCBxU=

ENote
The copied alphanumeric characters in User Public Key must match to the key
generated by SSH Client’s Key Generation Wizard EXACTLY. Make certain to
copy the key LINE-BY-LINE to User Public Key parameter because the copied
key must not include any space or new line.

SSH Record Configuration [Main.6.18.1]
SSH Server Enable/Disable: RSA Enabled/
SSH Authentication Method: Password/ Password +Public Key

Generate SSH Server RSA Key Pair [Main.6.18.2]
The RSA Public Key:

AAAAB3NzaClyc2EAAAADAQABAAAAGQDKS5cDsTucR1WS8Qb
dM1RuLdUHsAOt6b2dJV+DA3rcUiulb8dQ0c8S/BDADCrfJ9X/
gSTxxdCyfti7jJA1K+8n7jnIM3cY9dDB1ZfBcSe5siB5p7sdkjfuVvh
H7ZBebYO0Y/gInhLmIQfB1QLITxK84EqHdttF/C9Q/gcWjloClcgV/
W::

ENote
Make certain to generate RSA Key Pair. Without the RSA Public Key, the
feature is disabled. However, it is not necessary to generate an RSA key every
time when making configuration changes. The node uses the same generated key
unless it is deleted from Delete Menu.
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PUuTTY: Private Key To connect to a Vanguard SSH Server using PUTTY Private Key refer to the steps in
Figure 4.

PuTTY Configuration

Categaory:
= Sesgion Options controlling S5H authentication
LD.gglng Authentication methods @
= Terminal )
Keyboard [ Attempt TIS or CryptoCard auth (SSH1 — Select the private key
Bell sttt Reyhoard-nteractive” auth (SSH2) ??V?d for E”V@te key
Features 1le for authentication.
= Windaw Authentication parameters
Appeqrance [ allow agent forwarding
Eleha\.flo_ur []&llow atternpted changes of usemame in S5H2
Translation i ) o
Salection Frivate key file for authentication:
Colours |C:¥Features¥SSH¥PrivateKey.ppk H Browse...
= Connection
Proxy
Telnet
Rlogin
= 55H
Tunnels
Bugs
—Select “Open.”
orer [ Goon

PuTTY Configuration

Categony:

| Enter an IP address
Basic options foryour PuT TY session to get access to
5 Terl;noiag:ng Specify your connection by host name or Vanguafd SSH Server
Keyvboard Host Mame (or IP addre EBort via SSH.
Bell 150.30.1 203 |22 |
Features Protocol
= Windaw ’ .
Appearance () Baw (O Telnet (O Rlogin (@ 55H
Behaviour Load, save or delete a stored session
Translation .
Salaction Sawved Sessions
Colours 150.30.1 203_PublicPrivate |
= Connection -
Default Settings Load
_Fr’mlxy 160.30.1.203 @
elnet 150.30.1.203_PublicFrivate
Plogin
Delete
it
Tunnels
Bugs
Close window on exit;
() Always (ONewver (®) Only on clean exit @
—Select “Open.”
(o I e

Figure B-4. PUTTY Private Key Configuration
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Enter both User Name configured in Local User Configuration and Passphrase
created when generating public and private keys with PUTTY Key Generator:
puttygen.exe.

HENote

You must enter the passphrase EXACTLY as the one created with PUTTY Key
Generator.

Login as: leah2 <ENTER>

Passphrase for key “rsa-key-20052017”: leah123
Leah2@150.30.1.222’s password: ABC <ENTER>
OK

Type “atds” or “ATDS” <ENTER> to login.

HENote

Do not type “atds0” or “ATDS0”.

50.3001.222 - PuT T

n leah
tion required
ey—20051117"

ControlFPort

o continue [ ESC to exit | ...

B Note
"OK" prompts might appear a couple of times. Please keep typing ""atds™ or “ATDS”

Figure B-5. Vanguard Main Menu Screen

SSH Configuration Samples
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SecureCRT Configuration and Connection Examples

SecureCRT Configuration and Connection Examples

Introduction

Basic
Configuration

B-8

This section introduces two connection examples using SecureCRT version 5.0.4.

Figure 6 and the procedures that follow describle how to configure SecureCRT to

connect to Vanguard SSH Server with the Password
further details on SecureCRT configurations, please
manual.

= [ SesjNew Session|
,g 150.30.1.222_E455DES128
Show dialog on startup [ Openin atab
I Connect l [ Close ]

New Session Yizand &

Thiz wizard will help vou create a new session for connecting to a
remote server.

‘what type of connection do you want to establish?

[[] Da nat use this wizard when creating sessions

authentication method. For
refer to SecureCRT’s user

[——— Select “New Session” and

Select “Connect”.

©)

| ———Select “SSH2" and Select
“Next”.

Mew Session Yizard &

‘w'hat is the name or IP address of the remote host?

The user name can be left blank.

®

Hastrame: | 150,301,222

Firewall: Maone ~

Username: | leahl |

Type the IP address assigned to
SSH Server and User Name

_ = . :
ol E |__———configured in Local User

Configuration in Username.

| Select “Next”.

Figure B-6. SecureCRT Configuration with Password Authentication

Method
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SSH2
Global Options

SSH Configuration Samples

SecureCRT Configuration and Connection Examples

New Session Yizard ®
The wizard iz how ready to create the new session for pou. @
YWwhiat name do pou want to use to uniguely identify the new sezsion? | Type an arbitrary session

name for the configuration.

Segzion name:

Description:

Firiizh ] ’ Cancel

ENote
You must make changes to SSH configuration in Global Options.

Ensure that you DESELECT the following:

Add keys to agent Enable OpenSSH agent forwarding Enable deprecated GSSAPI

Global Gptions

Categon:
= General
Default Session :
(= Terminal Fublic: key
=) Appearanc () Usze identity file
AMS| Color
Color Schimes | | B
Tabs . -
= Printing Fingerprint; | |
Advanced Create |dentity File... Change Pazzphraze...
wieh Browser
Firewal () Use coftificate
Sz Each certificate 1 your personal store will be tried until one

S5H Host Keps

Select

Enable deprecated GSSAPI OK.

[ (0]8 ][ Cancel ]

Figure B-6. SecureCRT Configuration with Password Authentication
Method (Continued)
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SSH Server Entry Number: 1/2
Configuration: [2] User Name: (blank)/ leahl
ONS User

[2] Password; ********[ghc

[2] Verify Password: ********/ahc

[2] User Privilege: Read-Only / Service
[2] User Group: All/

[2] User Public Key: (blank)/

Configuration

SSH Server SSH Record Configuration [Main.6.18.1]
gguf'lggégtr'gn: SSH Server E.nak?le/DisabIe: RSA Enabled/
SSH Authentication Method: Password/ Password
SSH Server Generate SSH Server RSA Key Pair [Main.6.18.2]
Configuration: : .
Generate RSA Key The RSA Public Key:
Pair AAAAB3NzaClyc2EAAAADAQABAAAAGQDKS5cDsTUcR1IWS8Qb

dM1RuLdUHsAOt6b2dJV+DA3rcUiulb8dQ0c8S/BDADCrfI9OX/
gSTxxdCyfti7jALK+8n7jnIM3cY9dDB1ZfBcSe5siB5p7sdkjfUVvh
H7ZBebY0Y/gInhLmIQfB1QLITxK84EqHdttF/CIQ/gcWjloClegV/
W::

ENote
Make certain to generate RSA Key Pair. Without the RSA Public Key, the
feature is disabled. However, it is not necessary to generate an RSA key every
time when making configuration changes. The node uses the same generated key
unless it is deleted from Delete Menu.
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Example 1:
Password ONLY

SecureCRT Configuration and Connection Examples

To connect to Vanguard SSH Server using Password Only refer to the steps in

Figure 7.

Connect

S8 A 4 X o m P
= L] Sessions

2 150.30.1.222
&) 150.30.1.222_R455DES128

Show dialog on startup [[0peninata
[ Connect { [ Close ]
Enter Secure Shell Passwornrd (%]

leah1(2150.30.1.222 reguires a password, Flease

enter & paszword now.
Cancel

]
Uzemame: ||EE||"I-| |

Passward: | susl /I/‘

[ 5ave password

@ Type “atds” or “ATDS” <ENTER> to login.

ENote
Do not type “atds0” or “ATDS0”.

&= 150.30.1.222 - Secure CRT

File Edit Wiew Options Transfer Script Tools Help

©)

Select “Connect”.

©)

Type the password configured
to User Name in Local User
Configuration [main.8.6.)
Example:

Username: leahl

Password: abc <ENTER>

H¥EETR QU es= & B2
|1 150301222 |
~
Ok I
atds
COMHECT
{3} Hodegdbh 17-HOW-2005 15:55  S55H-5 COMMECTED TO ControlPort
Press any key to continue ¢ ESC to exit » .,
Connected to the Control Port on Mode "ModefdS55". at 17-NOV-2005 15:58:25
VAMGUARD 5455, Verszion We SIPO4E_R110305M5_G455
Copyright {(C) 1989-2001 YangusrdMS LLC
Copyright {c) 1995 by AGE Logic Inc,. San Diego. CA
All rights reserved
Mode: ModehdhS  Address: GdB5 Date: 17-HOW-2005 Time: 15:58:85
Menu: Main Pathy (Main?
1, Logout 19,  f{reserved)
2, Examine 20,  {reserved? b
IReadv sshz: 30DES 24, 19 24 Rows, 80 Cols  VT100 MNLIM

Figure B-7. SecureCRT Configuration with Password Authentication
Method

SSH Configuration Samples
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SecureCRT Configuration and Connection Examples

Example 2: The example below shows how to configure SecureCRT to connect to Vanguard SSH
Password + Server with Password and Public Key authentication methods. For further details on
Public Key SecureCRT configurations, please refer to SecureCRT’s user manual.

To generate a Public Key using SecureCRT, refer to the steps in Figure 8.

Key Generation Yizard x

The F.ey Generation ‘Wizard helps pou create a public -
private key pair uzed for authentication. Separate files will be
created for pour public and private keys

To begin uzing vour key, vou will need to copy the public key
file to a directory on the S5H host after the wizard iz finished.
See Help or contact your S5H server administrator for more
informatior.

<Back || Mests |[ Cancel

Select Tools > Create Public Key...

@ Select “Next”.

Key Generation ¥izard (%]

®

- Select “RSA”.

Select the type of public key to generate. Mozt servers
support DSA keys, Many zervers may not suppart BS
keys,

Key type:

@

| Select “Next™.

[ < Back ” Heut » ][ Cancel l

Figure B-8. SecureCRT Configuration with Public Key Authentication
Method
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Key Generation Wizard ®)
Enter a pazzphraze which protects your encrppted private @
kew. The passphraze iz optional, but if it iz not uzed, the .
private key will not be encrypted [not recommended). - Enter an arbltrary passphrase

and click “Next”.

Passphrase: |"0uu |

Example:

Confirmn Pazsphrase: |'""" |

Passphrase: leah123

Enter a comment that will be displayed when you are asked
for your paszphraze. [t will be stored with your key.

Comment: | 110121 @101 21 ckOg421 |

[ < Back ” Mest » ][ Cancel l

Key Generation Yvizard 3]
Select the length of your key pair between 512 and 2048 bits.

Key length in bits:

A lower number provides less security, takes less time to
generate and authenticates faster. & higher number provides
areater security, takes more time to generate, and
authenticates more slowly. 1024 iz the recommended value.

®

Select “Next™.

[ < Back “ Nest > ][ Cancel l

Key Generation Yvizard 3]

Flease move the mouze until the progress bar stops moving.
Thiz provides impartant random input that iz used duning key
generation.

[--------------------------q

The key iz now being generated. This could take fram a few
seconds to several minutes depending on the key length
zelected and the PC's processor speed.

(RNNARRNARNAARRRARNARRNAARN] @

Keep on moving the mouse
and once “Next” button is
available to select, click
“Next”.

[ < Back “ Mext > |[ Cancel l

Figure B-8. SecureCRT Configuration with Public Key Authentication
Method (Continued)
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Key Generation Yizard

(%]

Chooze a directory and filename for the private key, The
public key will uze the same directony and filename with 3
pub extenzion,

Private key filename:

| Settings¥r] 01 21¥Application D atgéy anDyke¥]dentity

Save the generated key
and select “Finish”.

Public key filename:
| |

Alter exiting the “Wizard, upload the public: key file ta f
appropriate folder an your SSH zerver. See help or
yaur 55H server docurientation far mare infarmatidn,

< Back “ Finizh ][ Cancel ]

®

Select “Yes” when using
Public Key. Otherwise,
select “No”. It can be
configured later as well
in SSH2 of Global
Options as shown below:

wour glabal public key?

No |

Glebal Options
Lategory:

[=- General
Default Session
(= Terminal
=) Appearance
AMSI Calor
Color Schemes
Tabs
=) Printing
Advanced
Wwieb Brovser
Firewall

S5H Host Keys

3]
SSH2

Public: ke
(%) Use identity file

| C¥Features¥SSHE S ecureCR T dentity

=

Fingerprint: |42:05:45:f2:94:|:||:|:2d:D?:4c:30:fe:dD:b5:21:?0:38 |

[ Create |dentity File... ] [ChangeEassphlase... ]

() Uge certificate
E ach certificate in your personal store will be tried until one
succeeds.

Agent

[] &dd keys to agent

[]Enable OpenS5H agent forwarding

G554PI
[]Enable deprecated GESAF

[ ok

J

Cancel ]

Figure B-8. SecureCRT Configuration with Public Key Authentication
Method (Continued)
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Public Key:
Identity.pub

SecureCRT Configuration and Connection Examples

Select Options > Session Options. Make
changes to Username to “leah3" which will
be configured in Figure 10: User Name in
Local User Configuration .

Session Options - 150.30.1.222

LCategony

(=) Connection
Logon Scripts
= S5HZ Hostname:  |150.30.1.272 |
SFTF Tab
Advanced Part: | 22 |
=+ Port Forwarding .
Femate<11 Enrzwal | None] b |

=) Terminal

=+ Emulation
todes Authentication

;:aczd o [WIPazsword J Properties...
pped hey WIPublicKey J

Usernarne: | leah3 |

[ESRRE

Advanced
1K cuhoard lnbarachua
= Appearance

Window
Log File
= Printing
Advanced
®modem/Zrmodem

[ OF., ][ Cancel ]

Figure B-8. SecureCRT Configuration with Public Key Authentication
Method (Continued)

Open the file, Identity.pub, or xxxxx.pub saved with a different name. Copy the
key line-by-line to User Public Key in Local User Configuration.

‘. Microsoft Visual C++ - [Identity.pub] EEE

[B Eile Edit View Insert Project Build Toals Window Help =12] x|
2 EEHd ¥ B@ T B2 GyllineType =1

[ =l =l dx-[[ems 1 m
—-——- BEGIN 3SHZ PUBLIC KEY --—- =

Subject: rl0121

Comment: "r10121@r10121-ck0g421”

NodBitSize: 1024

AAAAB3NzaClyc2EAAAADAQABAAAAQDSTLIO2NZ4Tu+iV30F xmeBebjed jeyJ/QOJSRF
S4f1p+bbF2gDWy3Ferw3vV aobeyFUlP/eoeghO?ngSNlBkLchduG5NGwZS

] 1483H+HVULZ0IpR mb9bevBlyterblWialy T/ Zf g

---- END SSH2 PUBLIC KEY

ol o
Ready Ln 7, Cal 63
ENote

You must copy the key LINE-BY-LINE. Do not copy the key by selecting the whole
key at one time.

Figure B-9. SecureCRT Configuration ldentity.pub Window
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SSH Server Local User Configuration [Main.8.6]
Configuration: _

ONS User Entry Number: 1/3

Configuration [3] User Name: (blank)/leah3

[3] Password; ********[ahc

[3] Verify Password: ********/ahc
[3] User Privilege: Service/

[3] User Group: All/

[3] User Public Key: (blank)/

AAAAB3NzaClyc2EAAAADAQABAAAAGQDSTLI0O2NZ4Ju+iVSOFxmc
Bc5jeljeyJ/QOJI5BFLeY +S4fip+bbF2gDWy3FrQpwjvVIlacbx0yFU1P/
eceghO7gJk8M16kim2cduG5NGwZSuLv8wm46SW+HVULZOIpResXJU
kauSGxn595ev6lyter51WAaNy T/ZfLFUrghbwvwIlQ==

ENote
The copied alphanumeric characters in User Public Key must match to the key
generated by Key Generation Wizard, not missing even a single character.

To connect to a Vanguard SSH Server with Password and Public Key authentication
methods, refer to the steps in Figure 10.
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o3 A & x ¥ ?
= [ Sessions

2 150.30.1.222

&) 150.30.1.222_R455DES128
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Figure B-10. Connecting to a Vanguard SSH Server with SecureCRT
Password and Public Key authentication methods
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